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FY 2021 Annual Performance Report — U.S. Department of Justice

Introduction

About this Report

The Department of Justice (DOJ) vigorously enforces the broad spectrum of laws of the United States. DOJ’s Annual Performance Report
(APR) for fiscal year (FY) 2021 reports on FY 2021 accomplishments aligned with our new FYs 2022-2026 Strategic Plan. The APR provides
performance information, enabling the President, Congress, and the American public to learn more about DOJ’s annual performance. The APR
is prepared under the direction of the Department’s Chief Financial Officer (CFO) and the Performance Improvement Officer (P1O).

Section I—Overview

This section includes summary information about the mission and organization of the Department, resource information, and an analysis of per-
formance information for the Department’s key performance measures.

Click here to Overview

Section II—Performance Information by Goal

This section reports on 66 key performance measures by detailing program objectives. Since FY 2022 is the first year of the new strategic plan,
the report provides FY 2021 actual performance, where available.

Click here to Performance Information

Section III—Appendices

This section details important acronyms and abbreviations related to DOJ components and agencies, as well as the links to each component’s
website.

Click here to Appendices
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Mission, Values, and Strategic Goals

Mission

The mission of the Department of Justice is to uphold the rule of law, to keep our country safe, and to protect civil rights.

Values

o Independence and Impartiality. The Justice Department works each day to earn the public’s trust by following the facts and the law wher-
ever they may lead, without prejudice or improper influence.

e Honesty and Integrity. The Justice Department’s employees adhere to the highest standards of ethical behavior, mindful that, as public
servants, we must work to earn the trust of, and inspire confidence in, the public we serve.

e Respect. The Justice Department’s employees value differences in people and in ideas and treat everyone with fairness, dignity, and com-
passion.

o Excellence. The Justice Department works every day to provide the highest levels of service to the American people and to be a responsible
steward of the taxpayers’ dollars.

Strategic Goals and Objectives

The Department’s strategic and annual planning processes stem from its mission and values. The Department embraces the concepts of perfor-
mance-based management. At the heart of these concepts is the understanding that improved performance is realized through greater focus on
the mission, agreement on goals and objectives, and timely reporting of results. In the Department, strategic planning is the first step in an itera-
tive planning and implementation cycle. The Department’s F'Ys 2022—2026 Strategic Plan provides the overarching framework for component-
specific plans as well as annual performance plans, budgets, and reports. The Strategic Plan is available electronically on the Department’s
website at https://www.justice.gov/doj/doj-strategic-plan-2022-2026.



https://www.justice.gov/doj/doj-strategic-plan-2022-2026
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bout DOJ

Organization: Under the leadership of the Attorney General of the United States, the Justice Department is composed of approximately 40 sep-
arate component organizations and more than 115,000 employees. Headquartered at the Robert F. Kennedy Building in Washington, D.C., the
Department maintains field offices in all states and territories across the United States and in more than 50 countries around the world.

Statutory Authority: The Judiciary Act of 1789 created the Office of the Attorney General. In 1870, after the post-Civil War increase in the
amount of litigation involving the United States necessitated the very expensive retention of a large number of private attorneys to handle the
workload, a concerned Congress passed the Act to Establish the Department of Justice, setting it up as "an executive department of the govern-
ment of the United States" with the Attorney General as its head. The Act gave DOIJ control over all criminal prosecutions and civil suits in
which the United States had an interest. In addition, the Act gave the Attorney General and the Department control over federal law enforce-
ment, establishing the Attorney General as the chief law enforcement officer of the federal government. The Act is the foundation upon which
DOJ still rests. However, the structure of the Department has changed and expanded over the years, with the addition of the Deputy Attorney
General and the Associate Attorney General, as well as the formation of the components. Unchanged is the steadily increasing workload of the
Department. It has become the world's largest law office and the central agency for enforcement of federal laws.
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Strategic Goals and Objectives

Goal 1: Uphold the Rule of Law

e 1.1 Protect Our Democratic Institutions
e 1.2 Promote Good Government

Goal 2: Keep Our Country Safe

e 2.1 Protect National Security

e 2.2 Counter Foreign and Domestic Terrorism

e 2.3 Combat Violent Crime and Gun Violence

e 2.4 Enhance Cybersecurity and Fight Cybercrime

e 2.5 Combat Drug Trafficking and Prevent Overdose Deaths
e 2.6 Protect Vulnerable Communities

Goal 3: Protect Civil Rights

e 3.1 Protect the Right to Vote

e 3.2 Combat Discrimination and Hate Crimes

e 3.3 Reform and Strengthen the Criminal and Juvenile Justice Systems
e 3.4 Expand Equal Access to Justice

e 3.5 Advance Environmental Justice and Tackle the Climate Crisis

Goal 4: Ensure Economic Opportunity and Fairness for All

e 4.1 Reinvigorate Antitrust Enforcement and Consumer Protection
e 4.2 Combat Corruption, Financial Crime, and Fraud

Goal 5: Administer Just Court and Correctional Systems

e 5.1 Administer an Equitable and Efficient Immigration Court System
e 5.2 Maintain a Safe and Humane Prison System
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Organizational Chart
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Data Reliability
and Validity

The Department views data reliability and validity as critically im-
portant in the planning and assessment of its performance. As such,
the Department makes every effort to ensure completeness and im-
prove reliability of its performance information by performing “data
scrubs” (routine examination of current and historical data sets, as
well as looking toward the future for trends) to ensure the data we
rely on to make day-to-day management decisions are as accurate
and reliable as possible and targets are ambitious enough given the
resources provided. To communicate our data limitations and com-
mitment to providing accurate data, this document includes a discus-
sion of data validation, verification, and any identified data limita-
tions for each performance measure presented.

The Department ensures each reporting component providing data
for this report meets the following criteria:

At a minimum, performance data are considered reliable if
transactions and other data that support reported performance
measures are properly recorded, processed, and summarized
to permit the preparation of performance information in ac-
cordance with criteria stated by management. Performance
data need not be perfect to be reliable, particularly if the cost
and effort to secure the best performance data possible will
exceed the value of any data so obtained.

Top Management and
Performance Challenges

Each year, as required by law, the Office of the Inspector General
identifies management and performance challenges facing the De-
partment. In the FY 2021 Agency Financial Report, the Office of the
Inspector General identified nine key areas that represent the most
pressing concerns for the Department of Justice. Those are:

o Strengthening Public Trust in the U.S. Department of Justice
e The Department’s Contingency Planning Post-Pandemic
e Maintaining a Safe, Secure, and Humane Prison System

e Countering Domestic and International Terrorism and Safeguard-
ing National Security

e Protecting the Nation and Department against Cyber-Related
Threats and Emerging Technologies

e Strengthening Community Engagement, Law Enforcement Coor-
dination, and the Response to Violent Crime

o Managing the Opioid/Fentanyl Crisis
e Managing Human Capital

o Ensuring Financial Accountability of Department Contracts,
Grants, and Pandemic-Related Funds

The Justice Department is fully committed to confronting each of
these challenges head-on.



SECTION II:
Performance Information by
Goal
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The Justice Department’s success depends upon the trust of the American people. That trust must be earned every day. As the Attorney General
has reaffirmed, the Justice Department’s first core priority — upholding the rule of law — is rooted in the recognition that, to succeed and retain
the trust of the American people, the Justice Department must adhere to the norms that have been part of its DNA since Edward Levi’s tenure
as the first post-Watergate Attorney General. Those norms — of independence from improper influence, of the principled exercise of discretion,
and of treating like cases alike — define who we are as public servants. In addition, exceptional public service requires high-quality manage-
ment, functional support systems, and a diverse and inclusive workforce.

Enterprise Risk Themes

« Exploitation of democratic institutions and processes » Coordination challenges

« Threats against public servants e COVID-19 pandemic-related challenges

« Building trust o Existing structural impediments

« Tmpact of technology o Talent pipeline for a diverse workforce

o Data collection and analysis limitations

11
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Our nation depends on the stability of its democratic institutions. The Justice Department is one such democratic institution and has important
responsibilities in protecting other such institutions. We will continue our work to ensure that the public views the Department as objective,
impartial, and insulated from political influence. More broadly, we will help ensure the safety and proper functioning of democratic institutions
across government against a range of threats. In recent years, threats against public servants, ranging from schoolteachers to federal judges,
have increased. Moreover, confidence in our system is undermined by public officials who sell their public trust to the highest bidder and by
foreign adversaries who attempt to interfere with our elections. The Department is committed to repairing these ruptures both through specific
strategies and through the slow and steady demonstration of impartiality and integrity every day.

Key Performance Indicators

Total Measures

6

Highlights

¢ Paycheck Protection Program Fraud: In May 2021, David T. Hines of Florida was sentenced to 78 months in prison after pleading guilty
to fraudulently obtaining approximately $3.9 million in Paycheck Protection Program (PPP) loans. Hines admitted to using those funds in
part to purchase a $318,000 Lamborghini. At sentencing, the Court ordered the defendant to pay $4.8 million in restitution.

¢ Proactive Disclosures: DOJ more than doubled its proactive disclosure of records under the Freedom of Information Act (FOIA) by post-
ing over 20,000 records.

¢ Open-Source Intelligence Unit: United States Marshals Service (USMS) significantly enhanced its threat identification capabilities by es-
tablishing the Open-Source Intelligence Unit, which integrates circuit-based district support to provide personnel, support, and lines of com-
munication between all USMS circuits and headquarters. These circuits enable enhanced collaboration among the districts and intelligence
staff, creating faster response times to district needs and issues, thereby managing risk.

12



FY 2021 Annual Performance Report — U.S. Department of Justice

Performance Measure: Percent of Office of Professional Responsibility (OPR) inquiries resolved within

one year [OPR]

Discussion of FY 2021 Results

Actuals: 93%

The Office of Professional Responsibility (OPR) exceeded its FY 2021
performance targets by continuing to process its inquiries in a timely man-
ner. Due to OPR senior leadership’s supervision and direct participation in
case management, OPR managers, attorneys, and staff completed 93 per-
cent of inquiries within one year of being opened. These results were ob-
tained even though during FY 2021 OPR opened twice as many inquiries
as in the previous fiscal year.

13

Definition

Inquiry: Upon receipt of an allegation of misconduct regarding a Depart-
ment attorney, prosecutor or immigration law judge, OPR reviews each
allegation to determine whether further inquiry or investigation is warrant-
ed. OPR may initiate an inquiry, during which it typically gathers docu-
ments and obtains written submissions from subjects and components. In
order to track and prepare reports for this metric, OPR will compile data on
the number of inquiries that it opens and closes in one year.

Data Validation, Verification, and Limitations

Analysts prepare tracking reports that are reviewed for accuracy by OPR
managers.
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Performance Measure: Number of criminal government program fraud cases where the proactive use of
data led to the opening of an investigation by the Criminal Division [CRM]

Discussion of FY 2021 Results

Actuals: N/A

The Department’s Criminal Division (CRM) is using FY 2022 to establish
a baseline for this new performance measure. The baseline data will be
used to set future performance targets.

Definition

This measure captures cases involving fraud against government pro-
grams, such as Medicare and COVID-related programs. Only government
program fraud cases where data led to the opening of an investigation will
be included.

Data Validation, Verification, and Limitations

Information will be captured manually by the Fraud Section. This number
will be validated by Fraud Section management on an annual basis. This
measure only includes criminal government program fraud cases handled
by the Criminal Division.
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Medicare Defrauding Conviction: Proactive data analysis led to the
opening of an investigation and conviction of a New Jersey rheumatologist
for defrauding Medicare and other health insurance programs by billing
for services that patients never received.

CARES Act Fraud Cases: Proactive data analysis led to numerous charg-
es against defendants who allegedly defrauded the Coronavirus Aid, Re-
lief, and Economic Security Act (CARES Act) Provider Relief Fund.

Pandemic Fraud in New York: Proactive data analysis led to charges
against two owners of New York-area pharmacies for taking advantage of
“emergency override” codes put in place during the pandemic to fraudu-
lently bill over $40 million in false and fraudulent claims for Targretin and
other cancer-related medications.
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Performance Measure: Number of U.S. Attorney’s Offices that received proactive data leads in criminal
government fraud cases from the Criminal Division [CRM]

Discussion of FY 2021 Results
Actuals: N/A

The Criminal Division will use FY 2022 to establish a baseline for this
new performance measure. The baseline data will be used to set future per-
formance targets.

Definition

This measure captures the number of U.S. Attorney’s Offices (USAOs)
that received proactive data leads from the Criminal Division in criminal
government fraud cases.

15

Healthcare Fraud Investigations: In FY 2021, the Criminal Division’s
Fraud Section referred numerous CARES Act, Paycheck Protection Pro-
gram (PPP), Provider Relief Fund (PRF), and COVID-19 related
healthcare fraud investigations to U.S. Attorney’s Offices.

Data Validation, Verification, and Limitations

Information will be captured manually by the Fraud Section. This number
will be validated by Fraud Section management on an annual basis.
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Performance Measure: Percent of cases concerning COVID-19 related fraud in which the Department

seeks restitution [USAO]

Discussion of FY 2021 Results
Actuals: N/A

DOJ recognizes that, in addition to punishment, deterrence, and rehabilita-
tion, the recovery of fraudulently obtained funds to the U.S. Treasury is a
priority and promotes faith in our governmental institutions. In 2021, the
Department established both the COVID Fraud Enforcement Task Force
and the National Unemployment Fraud Insurance Task Force. While resti-
tution will not be appropriate in all COVID-19 related fraud cases (e.g.,
when prosecuting defendants whose attempts at fraud were unsuccessful),
USAOs pursue CARES Act-related fraud to obtain restitution in all legal-
ly appropriate cases in coordination with the task forces. USAOs have
received guidance on charging COVID fraud cases to include criminal
statutes that facilitate court-ordered restitution. As restitution amounts are
not ordered until the sentencing phase at the conclusion of a criminal case,
there is not a significant sample size for restitution numbers for COVID-
19 fraud cases for FY 2021.

Data Validation, Verification, and Limitations

CaseView is the Executive Office for United States Attorneys’ (EOUSA)
well-established case management system. Data entry for individual de-
fendants and cases is initiated in the originating USAO, and EOUSA’s Data
Integrity and Analysis Staff aggregates the data by district and nationally.
Consolidated Debt Collection System (CDCS) is a debt collection system
providing all DOJ components with debt collection responsibilities a sin-
gle, standard system to view and track debts owed to the U.S. government
and victims of crime.

16

Unemployment Insurance Fraud: In April 2021, Arizona resident
Delashaun Dean was sentenced to 30 months in federal prison after plead-
ing guilty to fraudulently obtaining more than $239,000 in pandemic un-
employment insurance benefits. Las Vegas law enforcement found Dean
with 15 unemployment insurance debit cards issued by the state of Califor-
nia, all issued in different names. At sentencing, the Court ordered the de-
fendant to pay $223,505 in restitution.

Definition

COVID-19 related fraud: A criminally charged case with one or more fraud
counts in which the fraud was related to the COVID-19 pandemic. This
includes cases in which the defendant is alleged to have defrauded a gov-
ernmental pandemic relief program, as well as cases in which the defendant
is alleged to have defrauded third parties in connection with the COVID-19
pandemic such as vaccine and testing scams.

Seeks restitution: Where legally applicable, the United States has obtained
a restitution order upon obtaining a judgment of conviction in pandemic
fraud cases.
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Performance Measure: Percent of COVID-19 related fraud cases favorably resolved [USAO]

Discussion of FY 2021 Results
Actuals: 97.5%

The Department of Justice favorably resolved 97.5 percent of its 122 Coro-
navirus Fraud National Initiative cases in FY 2021. Consistent with the
establishment of the COVID Fraud Enforcement Task Force and the Na-
tional Unemployment Fraud Insurance Task Force, USAOs participated in
the COVID-19 Health Care Fraud Law Enforcement Action in May 2021,
as well as the September 2021 Health Care Fraud Enforcement Action that
targeted COVID fraud and other schemes. In addition to the criminal
charges, Civil Assistant U.S. Attorneys (AUSAs) have obtained multiple
injunctions against hawkers of fraudulent COVID cures, treatments, per-
sonal protective equipment (PPE), and other goods. One hundred and twen-
ty-seven pandemic-related civil fraud matters have been opened, in addi-
tion to pandemic fraud-related whistleblower cases. In conjunction with the
Civil Division, USAOs have settled approximately 6 PPP and COVID-19
Economic Injury Disaster Loan (EIDL) cases under the False Claims Act
and/or the Financial Institutions Reform, Recovery, and Enforcement Act
of 1989 (FIRREA), recovering over $570,000 in damages and penalties
and almost $2 million in returned loans. On the forfeiture front, USAO per-
sonnel have seized or recovered more than $794 million associated with
pandemic fraud. USAOs have each identified COVID Fraud Coordinators
to provide education, guidance, and reporting on pandemic fraud.

17

United States v. Cheng: In August 2021, a Fintech chief executive officer
(CEO), Sheng-Wen Cheng, was sentenced to six years in prison after plead-
ing guilty to multiple fraud schemes. Cheng, a Taiwanese national, used the
identities of others to apply for $7 million in loans. Cheng received approxi-
mately $3.7 million in fraudulently obtained pandemic relief funds, which
he spent on a Rolex watch, luxury clothing, a Mercedes, and more.

Definition

COVID-109 related fraud: A criminally charged case with one or more fraud
counts in which the fraud was related to the COVID-19 pandemic. This in-
cludes, but is not limited to, cases in which the defendant is alleged to have
defrauded a governmental pandemic relief program, as well as cases in
which the defendant is alleged to have defrauded third parties in connection
with the COVID-19 pandemic such as vaccine and testing scams.

Favorably resolved: Disposition of a defendant’s case in which the defend-
ant is found guilty, or any government-endorsed disposition, such as a mo-
tion to dismiss a case that the government files.

Data Validation, Verification, and Limitations

CaseView is EOUSA’s well-established case management system. Data en-
try for individual defendants and cases is initiated in the originating USAO,
and EOUSA’s Data Integrity and Analysis Staff aggregates the data by dis-
trict and nationally.



FY 2021 Annual Performance Report — U.S. Department of Justice

Performance Measure: Ratio of backlogged to incoming FOIA requests [OIP]

Discussion of FY 2021 Results
Actuals: 51.2%

The FOIA backlog was significantly impacted by the closures of the immi-
gration courts and Federal Records Centers. However, many components
of the Department were able to adjust their processing to mitigate the chal-
lenges of the pandemic resulting in a reduction or a minimal increase in
backlog.

Definition

Ratio: The ratio of the Department’s FOIA backlog and the number of re-
quests received in the fiscal year.

Backlogged request: Request that has been pending beyond FOIA’s statu-
tory time period to respond.

18

Number of FOIA Requests Processed & Processing Times: DOJ pro-
cessed 71 percent of its simple FOIA requests within 20 working days. It
also had the second highest number of requests across the government.

FOIA.gov: DOJ enhanced the National FOIA Portal by updating the
Agency Manager and Administrator Guides for FOIA.gov. It also im-
proved the efficiency of submitting large agency reports to the agency An-
nual FOIA Report tool. Furthermore, DOJ teamed up with two different
General Services Administration teams to explore additional functionality
to improve user experience.

Data Validation, Verification, and Limitations

The Department goes through a very thorough validation process for An-
nual FOIA Report data which is very reliable. However, quarterly report
data is not validated in the same way and can be somewhat unreliable. OIP
will track this quarterly, but there are some limitations. Both the annual
and quarterly data are publicly reported.
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The Justice Department employs more than 115,000 people and has a budget of more than $30 billion. Operating an organization this large re-
quires the management resources and infrastructure of a Fortune 100 company. Over the past twenty years, however, as the Department has
grown and its mission has become more complex, the resources allocated toward management and administration have dramatically shrunk.
The result is a set of existing management structures that do not fully promote analytic rigor, efficiency, or innovation. To ensure efficient oper-
ations, promote internal controls and oversight, prioritize data-driven decision making, and recruit and retain top-notch talent, the Department
will take a strategic and innovative approach to updating its management structure, training, and collaboration; to modernizing its technology;
and to promoting diversity and ensuring equal employment opportunity. The Department’s workforce is its key asset for achieving its mission.
Ensuring that every employee can use their full talents and focus to solve pressing problems requires an inclusive workplace. The Department
can also better serve our diverse country when its workforce includes a variety of backgrounds and perspectives. To these ends, we are working
to assess and improve diversity, equity, inclusion, and accessibility (DEIA) at all levels of our human capital operations, from recruitment and
retention to training, evaluation, and promotion.

Key Performance Indicators

Total Measures

5

Highlights

+ National DNA Database: In FY 2021, the FBI implemented a paperless automation system for biographic data entry into Laboratory Divi-
sion systems for Department of Homeland Security (DHS) submissions, which saved time and resources as record numbers of samples
(between 50,000 and 60,000 per month) were submitted for national DNA database entry.

¢+ Reasonable Accommodation Survey: From December 2020 through January 2021, DOJ invited employees who have requested or partici-
pated in the reasonable accommodation process within the past three years to complete a survey regarding their experience.

+ Diversity and Inclusion Dialogue Program (DIDP): The DOJ DIDP was launched in 2014 to allow small groups of DOJ employees to
come together to discuss commonalities and differences based on the many dimensions of diversity in DOJ's workforce. In FY 2021, 84
participants from 19 different DOJ components successfully completed the program. Ninety-six percent of respondents indicated they
would recommend that their DOJ component continue to support employee participation in the DOJ DIDP.

19
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Performance Measure: Percent increase in the Department’s average score on selected Federal Employee
Viewpoint Survey (FEVS) questions related to how well managers cultivate innovation, creativity, and

collaboration [JMD]

Discussion of FY 2021 Results
Actuals: 59%

For FY 2021, the Department’s average positive composite score of the
four identified Office of Personnel Management (OPM) FEVS questions is
approximately 59 percent—slightly lower than its FY 2020 results (62 per-
cent). The Department has regularly participated in the OPM FEVS
throughout the years. JMD developed this performance measure in FY
2022 and will use FY 2021 data as the baseline.

Data Validation, Verification, and Limitations

OPM validates and verifies the data each year. ]IMD HR will compile the
data from the selected survey questions.

20

Definition

The 2021 Office of Personnel Management Federal Employee Viewpoint
Survey (OPM FEVS) is administered to employees across the federal gov-
ernment. This valuable survey tool collects feedback on employee experi-
ences with their jobs, supervisors, leadership, workplaces and more. This
measure is a composite of positive responses for select survey questions,
which are:

e [ feel encouraged to come up with new and better ways of doing
things.

e The people I work with cooperate to get the job done,
e Managers promote communication among different work units,

e How satisfied are you with your involvement in decisions that affect
your work?
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Performance Measure: Percent of people involved in hiring who have completed implicit bias and
interview skills training within the last three years [JMD]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. JMD will begin
surveying employees in FY 2022 to determine a baseline. In addition, JMD
will use the data to assess the current curriculum to determine if new con-
tent and resources are needed.

Definition

The Department is in the process of identifying specific mandatory courses
for people involved in the hiring process. Once the mandatory courses have
been identified, the Department will update the definition for this metric.

21

Interviewing Skills Best Practices: The Department’s HR staff identified
best practices in the Office of Attorney Recruitment and Management’s
interviewing skills training for attorneys and the training of the Federal
Bureau of Investigation (FBI) for assessors interviewing candidates for
special agent jobs.

Data Validation, Verification, and Limitations

JMD HR will use its learning management system, Learn DOJ, and rely on
reports from the FBI and the Federal Bureau of Prisons (BOP), to track the
training data. Learn DOJ provides a list of individuals that have completed
training. FBI and BOP track training in their own respective systems. Cur-
rently, there is no way to determine who on the list is involved in hiring.
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Performance Measure: Disparities in employee attrition rates [JMD]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. JMD will begin
reporting this measure in FY 2022.

Definition

Disparities: For this measure, the Department is only comparing the dispar-
ities in the gender aggregate attrition rates. The Department seeks to com-
pare other areas such as protected classification, age, or parental status in
the near future.

Attrition: Voluntary departure of employees, excluding retirements.

22

Exit Survey Program: DOIJ is developing an exit survey pilot program to
assess current attrition rate data, identify possible barriers to participation
rates, and compare attrition in the relevant civilian labor force.

Data Validation, Verification, and Limitations

JMD’s Human Resources Information Technology Office will extract the
attrition data from the National Finance Center (NFC) database on a quar-
terly basis.
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Performance Measure: Percent of Department websites reflecting U.S. Web Design requirements and
meeting best practices for plain language and user-centered design [JMD]

Discussion of FY 2021 Results
Actuals: N/A

The U.S. Web Design System is the cornerstone of the 21st Century Inte-
grated Digital Experience Act (IDEA). The Act requires all executive
agencies to modernize their websites. This is a new performance measure
for the Department.

Definition

Modernizing websites: The agency must use the U.S. Web Design System
(USWDS). For the purpose of this measure, DOJ will increase the number
of public-facing websites that meet the federally-required mandates.

23

Web Certification Survey: DOJ developed a draft web certification sur-
vey in FY 2021. We will publish it now that the strategic plan is public.

US Web Design Requirements: All external-facing Civil Division (CIV)
websites were updated to follow the DOJ and U.S. Web Design System
Requirements.

Data Validation, Verification, and Limitations

DOJ components will attest that they meet the federally-mandated require-
ments during the Department’s quarterly certification process. Currently,
there is no available tool to ascertain a website’s compliance with the US-
WDS. Digitaldashboard.gov only measures whether a website is leverag-
ing a USWDS code. Although IDEA applies to all websites, the Depart-
ment’s JMD Collaboration and Web Services does not have purview into
all DOJ non-public websites.
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Performance Measure: Percent of common data sets accessible amongst DOJ components [JMD]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. JMD will begin
reporting this measure in FY 2022. Going forward, each DOJ component
will report its data sets to the Department’s Office of the Chief Information
Officer (JMD OCIO) in the Justice Data Catalog. The Justice Data Catalog
will be enhanced to include an inventory of data exchanges, which will
provide additional insight into component accessibility. The goal is to
make more information available and consumable by approved DOJ com-
ponent users.

24

Definition

Each DOJ component will report its datasets to JMD OCIO in the Justice
Data Catalog. The Justice Data Catalog is the Department’s comprehensive
data inventory required by the Foundations of Evidence-based Policymak-
ing Act of 2018. Datasets that are marked as “public” are considered com-
mon data sets that are accessible amongst DOJ components, as well as to
the general public. OCIO already performs analytics on the contents of the
Justice Data Catalog, and will augment the metrics to include longitudinal
analysis of the quantity of public data sets over time.

Data Validation, Verification, and Limitations

DOJ components will validate the data via the Data Management Plan
Template and Justice Data Catalog.
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N  Strategic Goal 2: Keep Our Country Safe

The Justice Department has no higher priority than keeping the American people safe. Our nation continues to face a multitude of serious and
evolving threats, ranging from foreign terrorism to domestic terrorism and from cybercrime to violent crime. These threats are as complex as at
any time in our history. And the consequences of not responding to them have never been greater. Every person living in the United States de-
serves to feel safe in their communities. The Justice Department will support law enforcement at all levels as we work to protect our country
from these threats, while also zealously guarding civil liberties and ensuring our own accountability to the American people.

Enterprise Risk Themes

« Impact of technology e Market competition for specialized expertise

o Fragmentation and globalization of threats + Building trust

o Emergence of new security vulnerabilities « Changes in the legal landscape

« Data collection and analysis limitations o Changing demographics (including aging populations)

« Coordination challenges o External drivers of crime
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N  Strategic Objective 2.1: Protect National Security

The Justice Department investigates, disrupts, and prosecutes threats to America’s national and economic security, both from hostile foreign
nations and from insider threats. These threats include not just traditional espionage efforts, but also foreign influence operations, economic es-
pionage, and critical infrastructure attacks. In response to these wide-ranging threats, the Department, together with counterintelligence partners
and other federal law enforcement, seeks to identify the potential assets targeted, engage the entities who possess those assets, and protect them.

Key Performance Indicators

Total Measures

3

Highlights

¢+ Economic Espionage: In April 2021, prosecutors from the National Security Division (NSD), CRM, and the USAO for the Eastern District
of Tennessee successfully tried a defendant charged with conspiracy to commit economic espionage, conspiracy to steal trade secrets, pos-
session of stolen trade secrets, and wire fraud. The defendant was convicted on all counts, each of which stemmed from her theft of valua-
ble trade secrets related to formulations for coatings for the inside of beverage cans in order to establish a company in China using Chinese
government grants. The stolen trade secrets belonged to major chemical and coating companies and cost nearly $120 million to develop.

¢ Security Clearance Standardization: The FBI Insider Threat Office and Security Division launched the Continuous Evaluation Tool in
2021. The tool automates the Security Division’s evaluation for mandated data checks, instituting a workflow that revamps and standardizes
the process for evaluating an employee's suitability to maintain a security clearance.

¢ Former Army Green Beret Sentenced: A former Army Green Beret was sentenced to 188 months in prison on May 14, 2021, for conspir-
ing with Russian intelligence operatives to provide them with U.S. national defense information. According to court documents, from De-
cember 1996 to January 2011, Peter Rafael Dzibinski Debbins, 46, of Gainesville, a former member of the U.S. Army, conspired with
agents of a Russian intelligence service. Over the course of the conspiracy, Debbins provided Russian intelligence agents with information
he obtained as a member of the U.S. Army, including sensitive details about his chemical and Special Forces units. In 2008, after leaving
active duty service, Debbins disclosed to the Russian intelligence agents classified information about his previous activities while deployed
with the Special Forces.
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Strategic Objective 2.1: Protect National Security

Performance Measure: Number of counterintelligence program disruptions or dismantlements [FBI]

Discussion of FY 2021 Results
Actuals: 447

The domestic counterintelligence (CI) environment is more complex than
ever, posing a continuous threat to U.S. national security and its economy
by targeting strategic technologies, industries, sectors, and critical infra-
structures. Historically, asymmetric CI threats involved foreign intelligence
service officers seeking U.S. government (USG) and U.S. Intelligence
Community (USIC) information. The FBI has observed foreign adversaries
employing a wide range of nontraditional collection techniques, including
the use of human collectors not affiliated with intelligence services, foreign
investment in critical U.S. sectors, and infiltration of U.S. supply chains.

Definition

This measure uses the combined score of two types of statistical accom-
plishments.

Disrupt: The Claiming Guidance Library defines disruption as interrupting
or inhibiting a threat actor from engaging in national security-related activ-

1ty.
Dismantle: Occurs when the targeted organization’s leadership, financial

base and supply network has been destroyed, such that the organization is
incapable of operating and/or reconstituting itself.
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Sanctions Evasion: The owner of a Russian energy company has been
sentenced to federal prison for his role in a scheme to evade United States
national security laws. Oleg Vladislavovich Nikitin, 54, of St. Petersburg,
Russia, was sentenced to 28 months in prison after pleading guilty to Con-
spiracy to Violate the International Emergency Economic Powers Act, the
Export Control Reform Act and the Export Administration Regulation.

Data Validation, Verification, and Limitations

The FBI Counterintelligence Division’s operational priorities are classified.
Therefore, it is only possible to report aggregate data that lack significant
detail. Data are collected routinely. stored on a classified enterprise plat-
form, and validated and verified manually. Disrupt and dismantle accom-
plishment claims are verified by two supervisors with knowledge of the
case by reference to the Claiming Guidance Library definitions. Offices
have 30 days to enter accomplishment claims and have them adjudicated.
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Strategic Objective 2.1: Protect National Security

Performance Measure: Percent of prosecutions brought against defendants engaged in a) hostile activities
against national assets b) intelligence gathering or c) export violations that are favorably resolved [NSD]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. NSD will begin
reporting this measure in FY 2022.

Definition

This measure includes cyber, counterintelligence, economic espionage, and
export and sanction defendants whose cases resulted in a guilty plea or
conviction.

Hostile activities against national assets: Activities conducted by, at the
direction of, or otherwise on behalf of nation-states and international ter-
rorist organizations that negatively impact the national or economic securi-
ty of the United States and its allies.

Intelligence gathering: Defendants who obtained or sought to obtain classi-
fied or otherwise sensitive or non-public information at the direction or on
behalf of a foreign government or its agents.

Export and sanctions violations: Criminal violations of the Arms Export
Control Act (AECA), the Export Control Reform Act (ECRA), and the
International Emergency Economic Powers Act (IEEPA).
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DoD Linguist Pleads Guilty: Mariam Taha Thompson, a contract linguist
for the Department of Defense, was sentenced to 23 years in prison for
delivering classified national defense information to a foreign national she
believed would provide the information to Lebanese Hizballah.

Data Validation, Verification, and Limitations

NSD captures all litigation data in its case tracking system. Data is validat-
ed quarterly by the section chief in each of the litigating sections. Further
data validation and verification is accomplished via quarterly reviews by
CES management. Limitations include reporting lags.
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Strategic Objective 2.1: Protect National Security

favorably [NSD]

Performance Measure: Percent of Department-led foreign investment cases that were adjudicated

Discussion of FY 2021 Results
Actuals: 100%

NSD, through the Foreign Investment Review Section (FIRS), complet-
ed 369 foreign-investment cases in FY 2021, a 40 percent increase from
FY 2020, and favorably adjudicated 100 percent of these cases. These
cases included 98 DOIJ co-led cases under review before the Committee
on Foreign Investment in the United States (CFIUS), a 42 percent in-
crease from calendar year 2020. DOJ led 25 percent of all CFIUS cases
in 2021, compared to 21 percent in 2020. DOJ also led 84 cases that
were referred by the Federal Communications Commission (FCC) to
Team Telecom, a 33 percent increase from FY 2020. This FY 2021 case-
load was unique for NSD, given that NSD led 100 percent of Team Tele-
com cases in FY 2021, including resolving a significant backlog of prior
years’ cases that were inherited when Executive Order 13913 took effect
at the end of FY 2020. NSD also monitored 185 mitigation agreements, a
41 percent increase from FY 2020. In addition, NSD led two information
and communications technology and services (ICTS) supply chain refer-
rals to the Department of Commerce under Executive Order 13873, with
NSD having submitted the only three ICTS referrals to the Department
of Commerce so far. Despite the challenges associated with the ongoing
COVID-19 pandemic, NSD conducted 12 physical and virtual site visits
for high-priority compliance matters.
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New Pacific Light Cable Network System (New PLCN): NSD resolved
a complex case involving critical infrastructure, enabling Google and Me-
ta to take advantage of new submarine-cable capacity between the United
States and Asia while protecting U.S. persons’ privacy and ensuring the
security of U.S. data. Team Telecom’s National Security Agreements with
Meta and Google and its recommendation to the FCC to grant the New
PLCN application, affects far-reaching changes in the submarine-cable
industry and has changed the data-infrastructure topology in the Asian re-
gion to the benefit of the United States and its allies in Asia.

Definition

Department-led foreign investment cases: Percentage of cases co-led by the
DOJ in the Committee on Foreign Investment in the United States
(CFIUS), Team Telecom, and Executive Order 13873 supply chain pro-
cesses that were completed within defined timelines and within established
outcomes and mitigation agreements that were favorably maintained or
terminated.

Data Validation, Verification, and Limitations

Internal manual data validation process.
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e Strategic Objective 2.2: Counter Foreign and Domestic
a0 Terrorism

Two decades after September 11, 2001, the Justice Department remains committed to combating terrorism, from any place, by any actor, re-
gardless of motivating ideology. Foreign terrorist organizations continue to pose a threat to the United States and U.S. interests abroad. In addi-
tion, terrorist threats to the United States come from lone actors — citizens who travel overseas and join forces with extremists; individuals rad-
icalized in the United States; those inspired to violence by harmful foreign ideologies; and domestic violent extremists motivated by racial and
ethnic bias, anti-government or anti-authority sentiment, or conspiracy theories. The Department recognizes that the most efficient and effective
means of fighting terrorism is to communicate, coordinate, and cooperate with our partners, including foreign partners and multilateral organi-
zations. The Department will also continue to use every appropriate tool at its disposal to deter, disrupt, and prosecute acts of domestic violent
extremism and domestic terrorism.

Key Performance Indicators

Total Measures

4

Highlights

+ Capitol Breach Prosecutions: The January 6, 2021 attack on the U.S. Capitol has resulted in the USAO for the District of Columbia han-
dling hundreds of complex and resource-intensive cases charging defendants from around the nation with a broad range of offenses from
violations such as unlawful entry to more complex charges such as conspiracy. In FY 2021, approximately 650 defendants were arrested,
with more than 90 defendants pleading guilty to federal charges, 12 defendants received sentences ranging from 24 months of probation to 8
months of incarceration, and five defendants sentenced to periods of incarceration.

¢ Rise of Domestic Terrorism: The conviction of Ty Garbin on August 25, 2021, illustrates the rising threat of domestic terrorism. Garbin
was a member of a conspiracy that plotted to kidnap the Governor of Michigan because of his anti-government conspiratorial views. Other
members of the conspiracy await trial.

+ Battlefield Evidence: The investigation and prosecution of foreign terrorist fighters involves specific challenges relating to the collection,
preservation, and sharing of battlefield evidence that is admissible in a civilian criminal court. Over the last few years, best practices have
been developed for the collection, use, and dissemination of battlefield evidence for use in civilian criminal courts, both domestically and
internationally.
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Strategic Objective 2.2: Counter Foreign and Domestic

Performance Measure: Number of terrorism disruptions effected through investigations [FBI]

Discussion of FY 2021 Results
Actuals: 793

The FBI maintained a high operational tempo and accomplished 793 disrup-
tions. Counterterrorism (CT) remains the number one mission priority for the
FBI, and the entire organization remains committed to proactively investigat-
ing terrorism actors and plotters. The FBI, alongside federal, state, and local
partners, continues to make every effort to identify and disrupt terrorism
threats and exploit the complex networks frequently associated with these
threats.

Definition

Disruption: The Claiming Guidance Library defines disruption as interrupting
or inhibiting a threat actor from engaging in national security-related activity.
FBI personnel claim statistical accomplishments for various types of opera-
tional activities so that the number of occurrences of these activities can be
tracked for oversight purposes. This measure includes only disruptions docu-
mented in case files within the FBI counterintelligence program.

These accomplishments fall under the “Operational Outcomes” accomplish-
ment type; outcome accomplishments are measures of effectiveness of a wide
scope of FBI activities, not only arrests, and are claimed in conjunction with
those activities. Disruptions are one of the highest value outcome accomplish-
ments for the FBI. Even a complex network case, with multiple arrests and
asset seizures, would qualify as only a single disruption.
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Data Validation, Verification, and Limitations

Some of the FBI Counterterrorism Division’s operational priorities are
classified. Therefore, it is only possible to report aggregate data that
lack significant detail. Data are collected routinely, stored on a classi-
fied enterprise platform, and validated and verified manually. Disrup-
tion accomplishment claims are verified by two supervisors with
knowledge of the case, by reference to the Claiming Guidance Library
definitions. Offices have 30 days to enter accomplishment claims and
have them adjudicated; the annual target for this measure is set low to
account for accomplishments entered too late for inclusion in fiscal
year roll up data. (i.e., an accomplishment made on September 30 is
not required to be entered and adjudicated until October 30, so it will
not necessarily appear in data reported on October 22.)
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Strategic Objective 2.2: Counter Foreign and Domestic

Performance Measure: Percent of counterterrorism defendants whose cases were favorably resolved

[NSD]

Discussion of FY 2021 Results
Actuals: 93%

The U.S. faces increased threats of domestic terrorism. In light of this threat
and to promote coordination and consistency in domestic terrorism cases, in
March 2021 DOJ issued a new directive to USAOs that requires reporting of
all domestic terrorism cases to NSD. In addition, the directive grants NSD
additional oversight of these cases.

With respect to international terrorism, despite ISIS’ loss of territory in Syr-
ia and Iraq, ISIS supporters and propaganda continue to assist in the radical-
ization of others in the U.S. and abroad. In recent months, ISIS fighters, tak-
ing advantage of unstable conditions in the region, particularly in refugee
camps, have made some advances and shown signs of resurgence.

Definition

Favorable resolution: Disposition of a defendant’s case in which the defend-
ant is found guilty, or any government-endorsed disposition, such as a mo-
tion to dismiss a case that the government files. Defendants whose cases
were favorably resolved include those defendants whose cases were closed
during the fiscal year that resulted in court judgments favorable to the gov-
ernment.
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Syria and Iraq Repatriations: The convictions of Samantha Elhassani
and Abdelhamid Al-Madioum illustrate the ongoing challenge of repatri-
ating U.S. citizens who provided material support or fought with ISIS in
Syria and Iraq. As of October 2022, the United States has repatriated a
total of 27 U.S. citizens from Syria and Iraq and DOJ charged 10 with a
variety of federal criminal offenses, including providing and attempting to
provide material support to a foreign terrorist organization.

Data Validation, Verification, and Limitations

CTS management validates and verifies data via quarterly review. No limi-
tations have been identified at this time.
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Strategic Objective 2.2: Counter Foreign and Domestic

Performance Measure: Number of individuals in the Department trained to prosecute domestic terrorism

and domestic violent extremism [NSD]

Discussion of FY 2021 Results
Actuals: 1,674

Six webinars were conducted in FY 2021 that included topics regarding
domestic terrorism (DT) and domestic violent extremists (DVE). There
were a total of 1,674 registered attendees. NSD was able to track the num-
ber of individuals who registered for webinars.

Definition

This measure includes virtual or in-person courses and webinar trainings on
prosecuting Domestic Terrorism (DT) and Domestic Violent Extremists
(DVE). Only content allowed in an unclassified environment may be con-
ducted via webinar.

Virtual Training: In FY 2021, EOUSA’s Office of Legal Education
(OLE) and NSD continued to conduct training on a virtual platform as a
result of the pandemic. Although it comes with many challenges, the high-
lights of virtual training in FY 2021 included the ability to train larger num-
bers of prosecutors and agents because space, travel, and funding require-
ments associated with in-person training did not exist.
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Data Validation, Verification, and Limitations

The data will be validated by OLE. NSD will track the number of individu-
als who register for webinars, but not who actually attended the meetings.
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Strategic Objective 2.2: Counter Foreign and Domestic

Performance Measure: Percent of Department-issued Intelligence Information Reports used in the
development of United States Intelligence Community Intelligence Products [FBI]

Discussion of FY 2021 Results
Actuals: 7%

The FBI’s Directorate of Intelligence (DI) will continue to support the
complete integration of intelligence and operations through the sharing of
intelligence to enable FBI and USIC partners to identify and mitigate cur-
rent and emerging threats. Progress towards this goal is reflected by the
increased inclusion of FBI-originated reporting in USIC products. In-
creased inclusion drives the development of high-quality intelligence while
mitigating risk.
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Definition

IIR: The metric reflects FBI Intelligence Information Reports (IIR) cited in
the USIC, as this measure is designed to reflect how FBI analysis and col-
lection is used to support other intelligence functions across the U.S. gov-
ernment. Information sharing is essential to comprehensive analysis on the
threats the US faces.

Data Validation, Verification, and Limitations

The FBI’s DI maintains visibility of all development and usage of FBI in-
telligence and records inclusion of its reporting in greater USIC products
on a recurring basis with no limitations to data accuracy or efficiency.
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" § Strategic Objective 2.3: Combat Violent Crime and Gun
)4
a0 Violence

The Justice Department is committed to addressing the epidemic of gun violence and other violent crime. We will study criminal gun traffick-
ing to account for and address the emergence of “ghost guns.” In addition, we will continue to work in partnership with state, local, Tribal, and
territorial law enforcement agencies, as well as the communities they serve, to develop locally-based violent crime reduction solutions that tar-
get the most significant drivers of violent crime — including gun violence, domestic violence, sexual violence, criminal organizations, narcotics
trafficking, firearms trafficking, human trafficking, and other forces.

Key Performance Indicators

Total Measures

3

Highlights

+ USMS Violent Crime Reduction Response: In response to the Deputy Attorney General's memorandum directing DOJ components to
collaborate on violent crime reduction efforts in May of 2021, the USMS combined its efforts with state and local authorities to conduct
153 operations, arrest 1,815 fugitives, and clear 2,047 warrants related to violent crimes including homicide, assault, robbery, and sexual
assault. Additionally, USMS seized 1,078 firearms and 328 kg of narcotics in the Summer Initiative between May and September 2021.

¢ FBI Criminal Dismantlements: In FY 2021, FBI dismantled a total of 198 gang and criminal enterprises.

+ Interstate Stalking Conviction: In July 2021, Jarvis Wayne Madison was sentenced to life in prison for interstate stalking resulting in
death. At his sentencing, the United States presented evidence not only of Madison’s physical, emotional, and mental abuse of the victim
before killing her, but also evidence that he had abused each of his eight previous wives in the same ways.

¢ Violent Crime Case: In May 2021, William Boothe III was sentenced to 240 months in federal prison for his role in planning and setting
up the attempted robbery and home invasion that resulted in the fatal shooting of Jessica Brandon on July 31, 2018. Two of his co-
defendants, Tawhyne Patterson and Damon Williams, were put on trial in February 2021.
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Strategic Objective 2.3: Combat Violent Crime and Gun

Performance Measure: Percent of federal violent crime defendants’ cases favorably resolved [CRM,

USAO]

Discussion of FY 2021 Results
Actuals: 92%

The Department of Justice successfully resolved 92 percent of its prosecu-
tions of 13,343 federal violent crime defendants in FY 2021. Pursuant to the
Department’s violent crime reduction strategy announced in May 2021,
each USAO crafted a district-specific violent crime strategy in consultation
with federal law enforcement agencies and state, local, Tribal, and territori-
al partners. The Department has launched new programs, including five
firearms trafficking strike forces created to help stem the supply of illegally
trafficked firearms from source cities and other communities into five key
market regions.

Definition

Favorably resolved: Disposition of a defendant’s case in which the defend-
ant is found guilty, or any government-endorsed disposition, such as a mo-
tion to dismiss a case that the government files.

Violent Crime: Those cases classified under the following program catego-
ry codes: Firearms (053), Project Safe Childhood (080), Bank Robbery
(083), Domestic Violence (091), Violent Crime in Indian Country (092),
and All Other Violent Crime (093).
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MS-13 Indictment: In 2021, federal grand juries in Nashville, Tennessee;
Las Vegas, Nevada; and Alexandria, Virginia indicted over 15 leaders,
members, and associates of the transnational criminal organization known
as La Mara Salvatrucha, or MS-13. The indictment charged federal racket-
eering offenses involving over 19 murders, over five attempted murders,
drug distribution, robberies, kidnappings, and assaults.

Data Validation, Verification, and Limitations

The Department’s Criminal Division captures all litigation data in its case
tracking system, Docket. Data in that system are validated quarterly by the
section chief in each of the litigating sections. EOUSA uses a well-
established case management system known as CaseView. Data entry for
individual defendants and cases is initiated in the originating USAO, and
EOUSA’s Data Integrity and Analysis Staff aggregates the data by district
and nationally.
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Strategic Objective 2.3: Combat Violent Crime and Gun

Performance Measure: Volume of U.S. Attorney office records uploaded to the National Instant Criminal

Background Check System [USAOQO]

Discussion of FY 2021 Results
Actuals: 4.7%

In FY 2021, USAO saw an increase in National Instant Criminal Back-
ground Check System (NICS) uploads, yet remained slightly below the
five percent target. USAO attributes this primarily to a decrease in reporta-
ble activity as a result of the pandemic and the associated reduction in
courtroom activity. That reduction was particularly pronounced during the
earlier part of FY 2021, but even in late FY 2021 and beyond, the pandem-
ic continued to adversely impact the volume of reportable activity.

Definition

USAO prohibitor data: USAO records pertaining to felony convictions,
misdemeanor narcotics charges, mental health adjudications, alien infor-
mation, indictment information, and misdemeanor domestic violence con-
victions.
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Data Validation, Verification, and Limitations

CaseView is EOUSA’s well-established case management system. Data
entry for individual defendants and cases is initiated in the originating
USAO, and EOUSA’s Data Integrity and Analysis Staff aggregates the
data by district and nationally.
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Strategic Objective 2.3: Combat Violent Crime and Gun

Performance Measure: Percent of grantees that conduct community engagement activities as part of the
program planning for their crime reduction initiative [OJP]

FY 2021 Results
Actual: 45%

As part of their crime reduction initiative, 45 percent of the Office of Justice
Program’s (OJP) crime reduction grantees conducted community engage-
ment activities in FY 2021. The annual result was slightly lower than the
Department’s FY 2021 target of 58 percent due to the impacts of the
COVID-19 pandemic. Specifically, the Byrne Criminal Justice Innovation
(BCIJI) program grantees were unable to hold as many community outreach
activities as expected.

Definition

Community engagement activities: Seeking residents’ views on neighbor-
hood change; involvement of, and leadership by neighborhood residents;
engaging in community-oriented strategies; using local data and needs to
drive strategies; and using strategies that comprehensively address critical
local issues.
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Community and Criminal Justice Partnerships: In FY 2021, the Bureau
of Justice Assistance (BJA) hosted listening sessions and six webinars with
the field to assess how OJP can support implementation of expanded com-
munity violence initiative efforts, research, and strategies. These sessions
were a part of the BCJI community-based effort.

Data Validation, Verification, and Limitations

Data are validated and verified with grant managers’ programmatic moni-
toring and electronic controls. This includes a review of all relevant materi-
al to determine grant performance, desk reviews of grantee support docu-
mentation, telephone contacts, and on-site grant monitoring. Grant manag-
ers review and validate performance measure data during on-site visits and
desk reviews. The grant manager may contact the grantee to resolve any
perceived inconsistent or missing performance measure data. Due to the
collection process, there is a data lag for this metric.
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e Strategic Objective 2.4: Enhance Cybersecurity and Fight
D Cybercrime

Protecting our national security also requires countering cyber threats from foreign and domestic actors — whether nation states, terrorists, or
criminals — who seek to conduct espionage, invade our privacy, attack our elections, steal our intellectual property, damage our financial and
physical infrastructure, or extort ransom payments. In 2021, cyberattacks caused significant financial damage and extensive harm to govern-
ments, critical infrastructure, and industries worldwide. The effects of cyberattacks are also felt by individuals, in the form of identity theft, ac-
count hacking, email compromise schemes, and cyberstalking. The rise of cryptocurrencies also enables cybercriminals, terrorists, and nation
states to acquire tools and collaborate and launder their criminal proceeds in new and challenging ways. Cybersecurity is a shared responsibility
among those who use our digital infrastructure, those who build it, and those who are entrusted with governing it.

The Department serves as the lead federal agency for cyber threat response and maintains primary domestic responsibility for identifying, dis-
rupting, prosecuting, and otherwise deterring malicious cyber actors. The Department works with our partners here and abroad to defend net-
works, attribute malicious activity, sanction bad behavior, and take the fight to adversaries overseas. The Department relies in part upon private
sector reports to help detect and understand ongoing activities by adversaries, and shares knowledge gained from investigations with the private
sector to help defend their networks and customers. In doing this work, the Department maintains the public’s trust by ensuring compliance
with all privacy and security requirements.

Key Performance Indicators

Total Measures

5

Highlights

¢ Multinational Operation to Eliminate the Emotet Malware: DOJ participated in a multinational operation to take down the infrastruc-
ture of the malware and botnet known as Emotet. The Emotet malware and botnet infected more than 1.6 million victim computers through-
out the United States and caused hundreds of millions of dollars in damage worldwide.

+ Darkside Bitcoins Retrieved: DOJ seized 63.7 bitcoins valued at over $2.3 million. These funds allegedly represent a significant portion of
a May 8, 2021 ransom payment to individuals in a group known as DarkSide, which previously targeted Colonial Pipeline and took critical
infrastructure out of operation.
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Strategic Objective 2.4: Enhance Cybersecurity and Fight

Performance Measure: Percent increase in disruptions of malicious cyber actors use of online infrastruc-
ture through proactive operations and judicial means [FBI]

Discussion of FY 2021 Results
Actuals: N/A

This a new performance measure for the Department. The FBI will use FY
2022 to establish a baseline for this new performance measure.

Definition

Operations and judicial means: Proactive cyber operations or judicial out-
comes involving use of seizures, forfeitures, and use of criminal, civil, and
administrative authorities designed to disrupt online infrastructure used by
malicious cyber actors including outcomes resulting from collaboration
with interagency and international partners.

Disruption: Interrupting or inhibiting a threat actor from engaging in crimi-
nal or national security-related activity. A disruption is the result of direct
actions that may include, but are not limited to, the arrest, seizure of assets,
or impairment of the operational capabilities of threat actors.
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NetWalker Ransomware Disruption: DOJ carried out an international
law enforcement action to disrupt a sophisticated form of ransomware
known as NetWalker, which had impacted numerous victims with attacks
targeting the healthcare sector during the COVID-19 pandemic. This ac-
tion includes charges in relation to NetWalker attacks, for which tens of
millions of dollars were allegedly obtained, the seizure of approximately
$454,530 in cryptocurrency from ransom payments, and the disablement
of a dark web resource used to communicate with NetWalker victims.

Data Validation, Verification, and Limitations

CyD’s operational priorities are classified. Therefore, it is only possible to
report aggregate data that lack significant detail. Data are collected routine-
ly, stored on a classified enterprise platform, and validated and verified
manually. Disruption accomplishment claims are verified by two supervi-
sors with knowledge of the case, by reference to the Claiming Guidance
Library definitions.




FY 2021 Annual Performance Report — U.S. Department of Justice

Cybercrime

o
a0

Strategic Objective 2.4: Enhance Cybersecurity and Fight

Performance Measure: Percent of reported ransomware incidents from which cases are opened, added to
existing cases, or resolved or investigative actions are conducted within 72 hours [FBI]

Discussion of FY 2021 Results
Actuals: 42.7%

This is a new cyber measure for the Department. However, the FBI did re-
port that over 40 percent of the ransomware incidents reported in FY 2021
were either opened, added to an existing case, resolved, or an investigative
action was conducted within 72 hours.

Definition

Opened or added to an existing case: All incidents with a “yes” for the clos-
ing disposition. “Yes” indicates that either a case was created or that the
incident relates to or enhances an existing preliminary or full investigation.

Number of incidents resolved within 72 hours: Resolved means closed and
includes any incident where date and time created versus date and time
closed was 72 hours or less.

42

Data Validation, Verification, and Limitations

The data for this metric is tracked in an internal FBI system. Due to system
limitations, data quality for this metric may impact quarterly reporting. FBI
will work to improve its logic for querying this percentage over time.
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Strategic Objective 2.4: Enhance Cybersecurity and Fight

Performance Measure: Percent increase in operations conducted jointly with strategic partners [FBI]

Discussion of FY 2021 Results
Actuals: N/A

This a new cyber measure for the Department. Though the FBI was bench-
marking its performance, it will officially begin reporting on this measure
in FY 2022.

Definition

Operations conducted jointly with strategic partners: FBI working cooper-
atively with other federal, state, local, or tribal government agencies; non-
governmental organizations; or foreign governments in cyber operations.
This key indicator is based on a threat measure that gauges joint operations
with international or Intelligence Community partners. Some of the activi-
ties that might be applicable are dangle, false flag, or double agent opera-
tions; hybrid search and surveillance; human source penetrated target or-
ganization; compromise of a target; or compromise of computer systems.
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Data Validation, Verification, and Limitations

The FBI’s Cyber Division is unable to publicly report actual numbers for
this metric since the measure aggregates data from FBI classified systems.
The FBI will report percent increase.
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e Strategic Objective 2.4: Enhance Cybersecurity and Fight
D Cybercrime

Performance Measure: Percent of confirmed cyber incidents to Department systems [JMD]

Discussion of FY 2021 Results Data Validation, Verification, and Limitations

Actuals: N/A JMD OCIO will validate, verify, and certify the data.

This a new cyber measure for the Department. JMD OCIO will begin re-
porting on this measure in FY 2022.

Definition

Successful cyber intrusion: Event where a third party (i.e., not an insider
threat attack) gained access to law enforcement or otherwise sensitive data
on the network. This metric focuses on the Department’s efforts to reduce
the number cyber intrusion incidents to Department systems.
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Strategic Objective 2.4: Enhance Cybersecurity and Fight

Performance Measure: Number of threat advisories disseminated to the private sector [FBI]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department of Justice. FBI will
begin reporting this measure in FY 2022.

Definition

Threat Advisories: This measure collects joint products including private
industry notifications, FBI Liaison Alert System reports, Public Service
Announcements, and Joint Cybersecurity Advisories. Through these prod-
ucts, the FBI Cyber Division is able to enhance the private sector’s aware-
ness of cyber threats targeting critical infrastructure sectors, share tech-
nical information (e.g., indicators of compromise collected by the FBI for
use by trusted cyber defense private sector professionals). These products
provide recipients with actionable intelligence to aid in threat neutraliza-
tion. In addition, this measure ensures FBI’s compliance with Executive
Order 13636, which mandates that the federal government increase the
volume, quality, and timeliness of cyber threat information shared with
private industry.
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Data Validation, Verification, and Limitations

The FBI Cyber Division routinely tracks dissemination of information,
requests for assistance, and private industry notifications and alerts through
FBI classified systems. The disseminated information is coordinated with
the Cybersecurity and Infrastructure Security Agency (CISA) and USIC
partners to avoid inundating the private sector. The data is aggregated to
measure volume, quality, and timeliness of information sharing. Some of
the data sources rely on user entries and consequently, measured progress
at the beginning of a year may not fully reflect FBI’s efforts to engage with
the private sector.
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e Strategic Objective 2.5: Combat Drug Trafficking and
‘cn Prevent Overdose Deaths

Drug trafficking and substance abuse continue to take a significant toll on the American public. In the 12 months between September 2020 and
September 2021, more than 104,000 Americans died due to drug overdose. The overwhelming majority of these deaths involved opioids. The
Department will address this harm in several ways. The Department will combat transnational drug trafficking organizations. These organiza-
tions are operating a $500 billion industry that fuels corruption, violence, and terrorism around the globe.

In addition, the Department will address the evolving nature of the illicit drug threat, on both the dark and clear webs. While the dark web re-
mains a threat, social media and e-commerce platforms on the clear web have emerged as new marketplaces to buy and sell counterfeit pills,
opioids, and other drugs, as well as dangerous precursor chemicals and the equipment used to manufacture pills. Many of the counterfeit pills
sold online, which look exactly like actual pharmaceuticals, are marketed to kids, teens, and young adults, and are often mixed with synthetic
fentanyl — the leading driver of the overdose epidemic. Dismantling illicit online drug marketplaces and holding responsible corporations — in-
cluding responsible executives — who enable these illicit drug marketplaces, are critical to preventing overdoses and stemming the flow of dan-
gerous drugs into our communities.

The Justice Department will also continue to detect, limit, and deter fraud and illegal prescription, distribution, and diversion offenses that re-
sult in patient harm. Finally, the Department will address the needs of individuals involved with the justice system who have substance use
and mental health disorders to promote long-term recovery.

Key Performance Indicators

Total Measures

Highlights

¢ Operation Trojan Shield: The joint FBI/DEA Organized Crime Drug Enforcement Task Force’s (OCDETF) Trojan Shield investigation
resulted in approximately 1,100 global arrests, 1,000 search warrants, and the seizure of 10 tons of cocaine, 15 tons of marijuana, 233 kilo-
grams of heroin, 240 guns, 107 vehicles, and the equivalent of $57 million. The case impact included a complete disruption and dismantle-
ment of multiple transnational drug networks.

¢+ DEA Fentanyl Efforts: In August 2021, DEA launched a nationwide law enforcement effort to address the increase in availability and le-
thality of fentanyl-laced fake pills. In the following two months, DEA seized approximately 1.8 million fentanyl-laced pills, 712 kilograms
of fentanyl powder, and arrested over 800 drug traffickers in the United States. Along with this effort, DEA issued a Public Safety Alert to
warn the public of the increased availability of the potentially deadly fake pills and launched the One Pill Can Kill campaign.
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Strategic Objective 2.5: Combat Drug Trafficking and
Prevent Overdose Deaths

Performance Measure: Percent of disruptions or dismantlements of drug-trafficking organizations focused

on the highest priority targets [OCDETF]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department of Justice.
OCDETF will begin reporting this measure in FY 2022.

Definition

CPOT: An organization is considered linked to a CPOT if evidence exists
of a nexus between the primary investigative target and a CPOT target,
verified associate, or component of the CPOT organization. A credible link
to a CPOT indicates the primary investigative target, if not a CPOT, is not
more than six degrees away from the CPOT. This allows investigations to
focus on the highest levels of organized crime leadership with the ability to
impact and investigate the CPOTs themselves.

Disruption: Impeding the normal and effective operation of the targeted
organization, as indicated by changes in the organizational leadership and/
or changes in methods of operation, for example, financing, trafficking
patterns, communications, or drug production.

Dismantlement: Destroying the organization’s leadership, financial base,
and supply network such that the organization is incapable of reconstitut-
ing itself.

CPOT dismantlements and disruptions (D&D) target: The target is based
on the percentage of FY 2022 CPOT D&Ds to all OCDETF D&Ds. These
projections are based on predicted increases in both the overall OCDETF
D&D numbers and the CPOT D&D numbers, separately. The projected
CPOT D&Ds are then divided into the overall OCDETF D&D projections
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OCDETF Operation Narco Polo III: In April 2021, Ismael Zambada-
Garcia, son of the Sinaloa cartel leader, pleaded guilty to conspiracy to
distribute controlled substances for the purpose of unlawful importation
and conspiracy to import controlled substances. This multi-national inves-
tigation resulted in scores of arrests and massive seizures of methampheta-
mine, cocaine, marijuana, heroin, and narcotics.

Definition (Cont.)

to obtain this percentage.

Data Validation, Verification, and Limitations

The CPOT list is updated semiannually. Each OCDETF agency has an op-
portunity to nominate targets for addition to or deletion from the list. Nom-
inations are considered by the CPOT Working Group. Based upon the
working group’s recommendations, the OCDETF operations chiefs decide
which targets will be added to or deleted from the CPOT list. Once a
CPOT is added to the list, OCDETF investigations can be linked to that
CPOT. OCDETF field managers review and confirm the OCDETF links
by using the OCDETF fusion center, agency databases, and intelligence
information. Field recommendations are reviewed by the OCDETF Execu-
tive Office. Ultimately, the OCDETF Executive Office “unlinks” any in-
vestigation for which sufficient justification has not been provided. When
evaluating disruptions/dismantlements of CPOT linked organizations,
OCDETF verifies reported information with the investigating agency’s
headquarters. Data for this measure is obtained through required reporting
forms and validations that must be submitted throughout the year.
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Strategic Objective 2.5: Combat Drug Trafficking and
Prevent Overdose Deaths

Performance Measure: Amount of diversion, nationally, of opioids and stimulants [DEA]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. DEA will begin
reporting this measure in FY 2022.

Definition

Diversion: All distribution, dispensing, or other use of controlled prescrip-
tion drugs for other than legitimate medical purposes. The amount of di-
version of five critical opioids (fentanyl, hydrocodone, hydromorphone,
oxycodone, and oxymorphone) will be calculated in a manner consistent
with 21 U.S.C. 826 (i), in which DEA calculates a national diversion esti-
mate for each of the five covered controlled substances as outlined in the
Substance Use-Disorder Prevention that Promotes Opioid Recovery and
Treatment for Patients and Communities (SUPPORT) Act when setting
the annual Aggregate Production Quota (APQ) for each of those substanc-
es in addition to other factors. The APQ represents those quantities of
schedule I and II controlled substances and the list I chemicals ephedrine,
pseudoephedrine, and phenylpropanolamine that may be manufactured in
the United States to provide for the estimated medical, scientific, research,
and industrial needs of the United States, lawful export requirements, and
the establishment and maintenance of reserve stocks.
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Diversion of Pharmaceutical Controlled Substance Trainings: In 2021,
the DCP hosted 10 live four-hour virtual training sessions to educate prac-
titioners about the diversion and abuse of pharmaceutical controlled sub-
stances, as well as the DEA regulations pertinent to their practices. Over
20,000 practitioners completed the training sessions.

Data Validation, Verification, and Limitations

PDMP data and subsequent reports provided by PDMP Administrators are
standardized by either the state or the National Association of State Con-
trolled Substances Authorities (NASCSA); however, limitations exist as
State PDMP administers have no statutory requirement to provide this data
to DEA for the purposes of estimating diversion.
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Strategic Objective 2.5: Combat Drug Trafficking and
Prevent Overdose Deaths

Performance Measure: Percent of relevant-funded grantee programs that provide medication assisted
treatment, which includes medication plus counseling, as part of their substance use disorder services [OJP]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. OJP will use the
data from FY 2022 to establish a baseline.

Definition

Grantee programs: Percentage of select BJA and OJJDP grant programs
that provide MAT. BJA and OJJDP are components of OJP.

MAT: Substance Abuse and Mental Health Services defines medication
assisted treatment (MAT) as the use of medications, in combination with
counseling and behavioral therapies, to provide a “whole-patient” approach
to the treatment of substance use disorders (https:/www.samhsa.gov/
medication-assisted-treatment).
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Comprehensive Opioid, Stimulant, and Substance Abuse Program
(COSSAP): Through COSSAP, BJA expanded opioid use disorder treat-
ment in jails. The program supports communities that are working with
experts to design and implement plans for offering MAT in jails and con-
tinuing care in their communities. The COSSAP program also created an
Evidence-Based Treatment in Custody, where mentor sites, or jails that
demonstrated success implementing MAT programs, acted as examples
from which other jails could learn.

Data Validation, Verification, and Limitations

Data are validated and verified with grant managers’ programmatic moni-
toring and electronic controls over the data. This oversight includes a re-
view of all relevant material to determine grant performance, desk reviews
of grantee support documentation, telephone contacts, and on-site grant
monitoring. Grant managers review and validate performance measure data
during on-site visits and desk reviews. The grant manager may contact the
grantee to resolve any perceived inconsistent or missing performance
measure data. Due to the reporting process, there is a data lag for this met-
ric.
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N  Strategic Objective 2.6: Protect Vulnerable Communities

The Department must be vigilant in protecting and supporting all communities, including the most vulnerable among us. We have a special ob-
ligation to protect children, whose victimization ripples through families, communities, and society at large. Likewise, elder abuse, fraud, and
neglect remain urgent problems in this country, particularly as the COVID-19 pandemic ushered in a new wave of exploitative practices target-
ed at seniors. The Department also has a unique legal relationship with, and responsibility to, federally recognized Tribes. Gender-based vio-
lence, including domestic violence, dating violence, sexual assault, and stalking, cuts across socioeconomic, racial, and geographic lines. In ad-
dition, low-income communities, LGBTQI+ communities, communities of color, people with disabilities, non-citizens, and victims of human
trafficking face disproportionately high rates of victimization. The Department is dedicated to rectifying these disparities.

When crimes do occur, the Department is committed to treating crime victims with dignity and respect throughout their involvement in the fed-
eral criminal justice system. The Department will provide support and promote services for victims and their families, including through grant-
making and collaborations with state, local, and Tribal partners.

Key Performance Indicators

Total Measures

6

Highlights

+ Child Exploitation Conviction: Michael J. McClure was sentenced to 50 years in federal prison for child exploitation enterprise, conspira-
cy to distribute/possess child pornography, and other charges. McClure was producing child pornography of his daughter, a minor who was
less than 10 years old. McClure admitted to engaging in a child exploitation enterprise with others who were working together to victimize
multiple minors across the country.

¢ Sex Trafficking Case: Prince Bixler, 41, of Lexington, Kentucky, was sentenced to 36 years in prison followed by 10 years of probation,
and ordered to pay $333,100 in restitution to three sex trafficking victims. The defendant engaged in illegal conduct from 2013 into 2019,
where he threatened multiple potential witnesses who were subpoenaed to testify before a federal grand jury in Lexington.

¢ Missing and Endangered Children: U.S. Marshals Service contributed to the recovery of 950 missing and endangered children in FY
2021, a 145 percent increase compared to FY 2020.

+ Elder Justice Enforcement: DOJ brought over 220 criminal and civil enforcement actions in 46 federal judicial districts related to conduct
that targeted or disproportionately impacted older adults, including tech support fraud, romance scams, and telemarketing scams.
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Strategic Objective 2.6: Protect Vulnerable Communities

Performance Measure: Percent increase in services to traditionally underserved victim populations
through VOCA-funded organizations and anti-human trafficking programs [OJP]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. OJP will use the
data from FY 2022 to establish a baseline.

Definition

Underserved victim populations: For the purposes of this measure, they are
based on demographics of new victims served and will include individuals
that have self-reported as Black, Latino, Indigenous and Native American
persons, Asian Americans, and Pacific Islanders. These are victims served
through programs funded under the Victims of Crime Act (VOCA) and
those programs targeting human trafficking.
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Data Validation, Verification, and Limitations

Data are validated and verified with grant managers’ programmatic monitor-
ing and electronic controls over the data. This includes a review of all rele-
vant material to determine grant performance, desk reviews of grantee sup-
port documentation, telephone contacts, and on-site grant monitoring. Grant
managers review and validate performance measure data during on-site vis-
its and desk reviews. The grant manager may contact the grantee to resolve
any perceived inconsistent or missing performance measure data. Due to the
collection process, there is a data lag for this metric.

Demographic data is based on new victims served. Therefore, this count
underrepresents the total number of individuals served during each reporting
period as demographics are only counted the first time an individual re-
ceives services, even if they return for services multiple quarters throughout
the year. Furthermore, the data relies on individuals self-reporting. This da-
ta, collected in one year, will also not capture individuals who are returning
clients from previous years.

Fluctuation in funding allocations and unexpected external factors could
impact the number of victims served overall, potentially reducing the impact
on traditionally underserved victim populations.
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Strategic Objective 2.6: Protect Vulnerable Communities

Performance Measure: Percent of USAOs conducting training on trauma-informed and culturally-
sensitive approaches for attorneys, victim witness specialists, and support staff [USAO]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. EOUSA will cre-
ate a baseline in FY 2022 by surveying each USAOQO.

Definition

The Department seeks to ensure its USAOs are better prepared to address
the needs of victims experiencing trauma and to better understand and ad-
dress the needs of victims with diverse cultural identities. The training may
be conducted at the district level through a prerecorded training, a webinar,
or an in-person training, subject to the resources of the USAO.

Trauma-informed: A “trauma-informed” approach and response recogniz-
es signs of trauma in victims so USAO staff can respond by integrating
knowledge about trauma into policies, procedures, practices, and settings.
The approach is outlined on the website for the Department’s Office for
Victims of Crime Training & Technical Assistance at ovcttac.gov. Trauma
-informed training focuses on recognizing that victims experience trauma
from a variety of sources.

Culturally-sensitive: For the purpose of this measure, it is being aware that
cultural differences and similarities between people exist without assigning
them a value.
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Trauma-Informed Practice Webinars: EOUSA's Legal Programs Office
hosted a webinar series designed to enhance victim-focused and trauma-
informed practices. This week-long virtual seminar in January 2021 in-
cluded sessions on applying victim-related federal statutes during investi-
gations and prosecutions; addressing restitution, restoration, and remission
issues; and providing particular guidance to support Indigenous victims.

Support for Mega Victim Case: EOUSA's Mega Victim Case Assistance
Program and Victim Notification System partnered with the USAO for the
Eastern District of New York to provide a full range of victim services in a
multi-defendant investment fraud prosecution that harmed approximately
15,500 victims.

Data Validation, Verification, and Limitations

EOUSA Legal Programs’ Victim Witness Unit will review and confirm
compliance. Validation and verification are not expected to be significant
issues. EOUSA will report the data.
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Strategic Objective 2.6: Protect Vulnerable Communities

Performance Measure: Percent of victims reporting that they entered and maintained permanent housing
upon exit from an OVW-funded transitional housing program 6 months after program completion

[OVW]

Discussion of FY 2021 Results

Actuals: N/A

The Department’s Office on Violence Against Women (OVW) will begin
reporting on this measure in FY 2022. Currently, an effort is underway at
the Department of Justice to improve the data reporting process in its new
Justice Grants system. The data for this measure will be drawn from the
grantee reports within the system.

Definition

OVW is measuring the percent of victims leaving transitional housing and
moving to permanent housing of their choice.

Transitional housing categories: These are emergency shelter, healthcare/
substance abuse facility, homeless shelter, hotel/motel, incarceration/jail,
temporary housing with family or friends, other transitional housing, other,
and permanent housing of choice.
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OVW Accomplishments: OVW convened virtually during DOJ's annual
government-to-government Tribal Consultation on Violence Against
American Indian and Alaska Native Women and created 41 awards under
a special initiative designed to help tribes mitigate the impact of the
COVID-19 pandemic on their ability to address violence against women.

Domestic Violence: OVW expanded its Firecarms Technical Assistance
Project to help communities across the country reduce domestic violence-
related homicides and injuries committed with firearms.

Data Validation, Verification, and Limitations

The data are self-reported by grantees in the Department’s new Justice
Grants system. They are subject to validation scripts and a data cleaning
process that aim to ensure the data’s relative accuracy.
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Strategic Objective 2.6: Protect Vulnerable Communities

Performance Measure: Percent of crimes-against-children FBI cases which address abductions, hands-on

offenders, sextortion, or enticement [FBI]

Discussion of FY 2021 Results

Actuals: 42%

In FY 2021, over 40 percent of FBI’s crimes-against-children (CAC) cases
addressed abductions, hand-on offenders, sextortion, or enticement. Tech-
nological developments and encrypted communications have made the
investigation of CAC cases more difficult and complex, as child sex of-
fenders are more likely to employ sophisticated encryption methods, ex-
ploit covert communication techniques, and operate on illicit dark web
networks. As investigations reveal techniques and technologies used by
CAC and human trafficking offenders to operate anonymously, the FBI
develops technical tools to identify and locate them.

Definition

FBI is measuring the percentage of crimes-against-children cases opened
during the year that are classified as addressing abductions, hands-on of-
fenders, sextortion, or enticement. CID oversees all criminal programs
identified for this metric.
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Crimes-Against-Children Conviction: In June of 2021, Travis Wayne
Vavra, a long-haul truck driver who advertised free amusement park passes
and cross country trips for boys to explore the United States, was found
guilty by a federal jury of one count of transportation of minors with intent
to engage in criminal sexual activity and one count of possession of a visu-
al depiction involving the sexual exploitation of a minor.

Data Validation, Verification, and Limitations

The data for this metric is collected from the FBI’s case management sys-
tem. FBI has a detailed case classification system to categorize cases.
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Performance Measure: Number of formal relationships established with state, county, and local law
enforcement, either directly or through state Police Officer Standards and Training (POST) councils or
commissions, to communicate elder justice best practices [CIV]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. In FY 2021, the
Department’s Civil Division, along with other DOJ components and na-
tional law enforcement organizations (i.e., the International Association of
Directors of Law Enforcement Standards and Training or IADLEST), ex-
plored the most feasible hubs for reaching the largest number of state and
law enforcement officers with potential elder justice resources, training and
information. We identified state Peace Officer Standards and Training
(POST) commissions as the most promising hubs. CIV identified the first
tranche of potentially interested state POSTs with whom to explore part-
nerships.

Definition

Formal relationship: Relevant state, county, or local “hub” making DOJ el-
der justice materials available to its members on its internal website, or train-
ing platform or sharing information directly with its members via email or
newsletter.

POST: Each state has a POST council or organization in charge of the train-
ing of law enforcement in that state.

Elder justice best practices and resources to be shared will include, but not
be limited to, investigative best practices, techniques for conducting forensic
interviews with older adults, and information on how to assemble financial
information to put together a financial exploitation or fraud case.

Elder Justice Training: DOJ conducted more than 400 elder justice train-
ing and outreach events to train state and local prosecutors, law enforce-
ment, and elder justice professionals how to identify, prevent, and combat
elder abuse, neglect, and financial exploitation.

Free Virtual Elder Abuse Guide for Law Enforcement (EAGLE) Train-
ing: The Elder Justice Initiative (EJI) helped to develop the EAGLE Train-
ing, which will allow law enforcement officers in 36 states to receive con-
tinuing education training credit for taking the course.
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Data Validation, Verification, and Limitations

EJI will verify an memorandum of understanding (MOU) or agreement and
at least two data sharing events by whatever hub is identified by the EJI in
that state.
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Strategic Objective 2.6: Protect Vulnerable Communities

Performance Measure: Percent of Indian Country homicide cases and sexual abuse cases favorably

resolved [USAQO]

Discussion of FY 2021 Results
Actuals: 95%

In FY 2021, the Department saw a significant increase in Indian Country
prosecutions due to the Supreme Court’s decision in McGirt v. Oklahoma.
This increase created a significant challenge across the USAO community,
particularly in the USAOs for the Northern and Eastern Districts of Okla-
homa, which include the geography directly impacted by the McGirt ruling,
but also in other USAOs as the Department re-aligned resources to Oklaho-
ma to address the increased caseload.

The Department announced various initiatives to enhance its ability to suc-
cessfully prosecute crime in Indian country. These relate to information
sharing, the FBI Indian Country missing persons webpage, training of law
enforcement, and provisions of the Violence Against Women Act focused
on Indian Country.
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Definition

Favorably resolved: For this performance measure, "favorably resolved”
means a disposition of a defendant’s case in which the defendant is found
guilty, or any government-endorsed disposition, such as a motion to dis-
miss a case that the government files.

Data Validation, Verification, and Limitations

CaseView is EOUSA’s well-established case management system. Data
entry for individual defendants and cases is initiated in the originating
USAO, and EOUSA’s Data Integrity and Analysis Staff aggregates the
data by district and nationally.
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The Justice Department was founded during Reconstruction to protect the civil rights promised by the Thirteenth, Fourteenth, and Fifteenth
Amendments. This work required confronting the racist conduct of the Ku Klux Klan and others who used terror and violence to keep Black
Americans from exercising their rights. Today, more than 150 years after the Department’s founding, far too many Americans still face dis-
crimination. Among other things, discrimination persists in voting, housing, and the criminal justice system, and historically underserved com-
munities have disproportionately borne the brunt of the harm caused by pandemic, pollution, and climate change. We honor the Department’s
history by committing to a whole-of-Department approach to protecting civil rights and reducing barriers to equal justice and equal enjoyment

of the rights, privileges, and immunities established by the Constitution and laws of the United States.

Enterprise Risk Themes

e Barriers to civil rights

o Changes in the legal landscape

e Impact of technology

o Data collection and analysis limitations

o Coordination challenges
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Building trust

Need for community support
COVID-19 pandemic-related challenges
Climate change

Disparate impacts of environmental problems
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The right to vote is the cornerstone of our democracy — the right from which all other rights ultimately flow. The Department has a longstand-
ing role in protecting the right of American citizens to participate in fair and free elections. In recent years, state legislatures across the country
have introduced laws that restrict eligible voters from accessing the ballot or that otherwise have the intent or effect of discriminating against
voters on account of their race, color, or language minority status. Historical barriers limiting ballot access for voters with disabilities or voters
with limited English proficiency also persist. There has also been an alarming increase in the number of violent and other unlawful threats
against election officials, workers, and volunteers. These threats are an affront to our system of government and undermine public confidence in
our election results. The Department will use every tool at its disposal to address these challenges.

Key Performance Indicators

Total Measures

3

Highlights

¢ City of West Monroe, Louisiana Voting Rights Act Settlement: DOJ reached a settlement to enforce Section 2 of the Voting Rights
Act. Working collaboratively to resolve this case, West Monroe will adopt a new method of elections for its Board of Alderman. This new
method will provide all West Monroe citizens with an equal opportunity to participate in the political process and elect aldermen of their
choice.

¢ Voting-Related Provisions in Jails: The USMS is updating its intergovernmental agreements and contracts to require jails to provide vot-
ing-related educational materials, voter registration forms, and assistance with voting by mail. While USMS has agreements in place in
more than 2,000 state or local detention facilities, executing the agreement modifications may take several months; meanwhile, new prison-
ers will begin the intake process.

¢ St. Louis Polling Place Accessibility: DOJ reached a settlement under Title II of the Americans with Disabilities Act with the Board of
Election Commissioners for the City of St. Louis to ensure that polling places are accessible during elections to individuals with mobility
and vision impairments. DOJ identified architectural barriers at St. Louis polling places and also found that the board failed to provide ac-
cessible curbside voting and an equal level of privacy while voting compared to voters without disabilities.
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Performance Measure: Number of new Voting Rights Act matters initiated [CRT]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. The Civil Rights
Division (CRT) will begin reporting on this measure in FY 2022.

Definition

Number of new Voting Rights Act matters initiated by sending notice let-
ters, reaching resolutions, filing complaints, or filing amicus briefs or state-
ments of interest.
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Updated Election Guidance: In FY 2021, CRT issued guidance docu-
ments relating to post-election audits, voting by mail, and redistricting.
Other guidance includes a discussion of federal laws that protect voters
from intimidation in voting. These guidance documents are made available
to states and other entities responsible for administering elections as well
as to the general public.

Data Validation, Verification, and Limitations

CRT captures all litigation data in the Interactive Case Management
WebTime system. Data in that system is validated periodically by Division
staff.
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Performance Measure: Percent of cases prosecuting threats of violence and intimidation against election

officials that are favorably resolved [CRM]

Discussion of FY 2021 Results
Actuals: N/A

CRM did not close any cases involving violence and intimidation against
election officials in FY 2021.

Definition

Favorably resolved: Disposition of a defendant’s case in which the defend-
ant is found guilty, or any government-endorsed disposition, such as a mo-
tion to dismiss a case that the government files. Cases applicable to this
measure are determined by charges filed or program categories captured in
the case tracking system.
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Election Threats Task Force: CRM's Public Integrity Section led DOJ's
newly formed Election Threats Task Force to create a national organiza-
tion and prioritization of election threats matters by collecting referrals of
intimidation, coordinating responses from and providing training to law
enforcement and prosecutors, initiating federal criminal investigations, and
conducting outreach with the election community to share information on
how to report threats.

Data Validation, Verification, and Limitations

CRM captures all litigation data in its case tracking system, Docket. Data
in that system are validated quarterly by the section chief in each of the
litigating sections. Because the vast majority of the criminal referrals of
hostile communications sent to the election community have not included a
threat of unlawful violence, which is necessary to distinguish potentially
criminal speech from protected speech, the Criminal Division expects a
low number of dispositions for this key performance indicator each fiscal
year.
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Performance Measure: Percent of BOP facilities providing structured curriculum on voting rights to

releasing individuals [BOP]

Discussion of FY 2021 Results
Actuals: 47%

In FY 2021, nearly 50 percent of the Department’s Bureau of Prisons
(BOP) facilities provided structured curriculum on voting rights to releas-
ing individuals.

Definition

BOP’s Community Reentry Affairs Branch coordinated the development
of the standardized program curriculum for the Release Orientation Pro-
gram (ROP) Program Statement. ROP is conducted with all inmates who
are 17-20 months prior to release to the Residential Reentry Center, home
confinement, direct release, or those on federal location monitoring pro-
grams. Specifically, voting rights are discussed during the legal issues les-
son plan and BOP provides materials regarding voting.
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Inmate Voting Rights Information Distribution: To provide inmates
with more information regarding their voting rights, BOP posted infor-
mation and voting materials on the inmate messaging system for Washing-
ton, D.C.; Maine; Vermont; and Puerto Rico. Additionally, a standardized
curriculum was developed to include information on voting rights and pro-
cesses.

Data Validation, Verification, and Limitations

Data validation is provided by the Reentry Affairs Coordinators. Verifica-
tion is conducted through pre- and post-testing from each institution.

Limitations: The ROP program has not been negotiated with the union.
Therefore, implementation must be negotiated locally. The draft policy is
ready to be negotiated. At this time, 57 out of 122 institutions voluntarily
implement the ROP standardized programming.
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Combating discrimination and unlawful acts of hate remain an urgent and pressing mandate for the Justice Department. Historically, more than
half of all hate crimes motivated by race and ethnicity have targeted Black Americans. In recent years, Asian American and Pacific Islander
communities and businesses have experienced hateful, xenophobic rhetoric and violence. We have also seen sharp increases in hate crimes mo-
tivated by the sexual orientation or gender identity of the victim. And we have seen acts of hate that target houses of worship and religious com-
munities. The Justice Department does not investigate or prosecute people because of their ideology or the views they hold, no matter how vile.
However, the Department does have the authority, and will not hesitate to act, when individuals commit violent acts that are motivated by bias
or hatred. More broadly, the Department will aggressively enforce federal statutes that protect against discrimination and other civil rights vio-
lations.

Key Performance Indicators

Total Measures

4

Highlights

+ Hate Crime Murders: Gregory A. Bush, 53, of Louisville, Kentucky was sentenced to a life term in state prison for charges in connection
with his racially motivated murder of two Black patrons at a Kroger grocery store and his attempted murder of a third in Jeffersontown,
Kentucky.

¢ United States v. Jenkins, et al.: In June 2021, Michael Atkinson, Pablo Ceniceros-Deleon, and Daryl Henry were sentenced to terms in
prison of 22 years, 20 years, and 11 years for violent crimes against users of the gay dating app Grindr. Beginning in December of 2017, the
defendants used Grindr to lure men to an apartment complex in Dallas, where they held the men at gunpoint and forced them to drive to lo-
cal ATMs to withdraw cash from their accounts..

+ Title VII and Fighting Discrimination in Employment: DOJ announced a settlement with Baltimore County, Maryland, resolving claims
that the Baltimore County Police Department (BCPD) discriminated against African American applicants for employment. Baltimore Coun-
ty will pay $2 million in back pay to eligible African Americans who were previously denied employment due to the discrimination identi-
fied in the settlement. The BCPD also must hire up to 20 of these previous applicants as entry-level police officers or cadets after the appli-
cants demonstrate that they meet BCPD’s current qualifications.
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Performance Measure: Number of Title VII and Uniformed Services Employment and Reemployment

Rights Act of 1994 (USERRA) investigations [CRT]

Discussion of FY 2021 Results
Actuals: 26

This is a new performance measure for the Department. However, CRT has
always worked to enforce Title VII and USERRA. In FY 2021, the Divi-
sion sought to prohibit discriminatory employment practices by initiating
26 investigations.

Definition

Title VII: Title VII prohibits employment discrimination based on race,
religion, color, religion, sex and national origin.

The Uniformed Services Employment and Reemployment Rights Act of
1994 (USERRA): USERRA protects the employment rights of U.S. service
members. Both Title VII and USERRA authorized investigations and liti-
gation can be brought across the entire United States and the territo-
ries. For investigations that lead to litigation, complaints are filed in federal
court and the cases are resolved through consent decree, settlement agree-
ment, or favorable judgment to United States.
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USERRA Violations: DOJ filed a civil complaint against Prince George
County, Virginia, and the Virginia Retirement System to enforce employ-
ment rights guaranteed to a member of the Virginia Army National Guard,
Major Mark Gunn, under the USERRA. The complaint alleges that Gunn
had been a detective with the Prince George County Police Department for
14 years when he was called to active duty by the Virginia Army National
Guard. The complaint seeks to have Gunn effectively reinstated to his pri-
or detective position and to recover employment benefits that the County
denied him during his period of active duty service from 2016 to 2018.

Data Validation, Verification, and Limitations

CRT captures all litigation data in Interactive Case Management WebTime
system. Data in that system is validated periodically by Division staff.
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Performance Measure: Number of limited English proficiency individuals who access department-funded
materials in their native language to understand federal hate crimes and anti-discrimination laws [CRT]

Discussion of FY 2021 Results
Actuals: N/A

This is a new performance measure for the Department. CRT will begin
reporting on the measure in FY 2022,

Definition

This measure focuses on LEP individuals who access DOJ materials. Per
Google, “A pageview (or pageview hit, page tracking hit) is an instance of
a page being loaded or reloaded in a browser. Pageviews is a metric de-
fined as the total number of pages viewed.”
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Title VI Retaliation Matter: DOJ reached a settlement agreement with
the Florida State Courts System to resolve a retaliation investigation and
finding under Title VI of the Civil Rights Act of 1964. As part of the set-
tlement, the Florida State Courts will implement anti-retaliation policies
and training and pay $160,000 in damages to a former employee who ex-
perienced retaliation. DOJ concluded that Florida State Courts unlawfully
terminated the employee for assisting an LEP court user and for assisting
an advocate who filed a complaint about language access s